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SECURE TELEMATICS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 60/443,505, filed Jan. 28, 2003.

FIELD OF THE INVENTION

The present invention relates to telematics and in particu-
lar to securing communications involving uses of propri-
etary resources in a vehicle.

BACKGROUND OF THE INVENTION

Technologies have been devised or advanced that con-
tribute to expanding the use of commercial and personal
vehicles from merely a form of transportation to acting as
communication hubs. The vehicle is able to communicate
wirelessly with remote systems in order to serve or facilitate
a number of objectives including related to safety, naviga-
tion, information gathering, entertainment and education.
Communications in and with the vehicle typically involve a
cellular phone or other communication source/device that is
able to send and receive communications from outside the
vehicle.

Although significant efforts have been directed to improv-
ing vehicle communications, substantial barriers remain to
fulfill the vast potential of the telematics field. Vehicle
communications can require a number of systems and
devices that can include hardware and/or software resident
in the vehicle. These can be proprietary to certain entities,
such as owners or lessees. There is great reluctance on the
part of vehicle makers and others to allowing use of pro-
prietary systems by third parties. In the context of the car
manufacturer, it may have numerous proprietary rights in
vehicle interfaces, storage memories, vehicle buses, and
vehicle devices. There are concerns with the safety and
integrity of such systems if third parties were allowed
unauthorized or uncontrolled access. There must also be
sufficient economic and financial reasons to permit access
and use by third parties. Consequently, it is important not
only to provide a physical infrastructure that facilitates
communications involving the vehicle, but also economic
incentives and acceptable returns on investment.

Unleashing the potential of telematics requires coopera-
tion among various entities, including car makers, manufac-
turers of communication devices including cellular tele-
phones, developers of applications and communication
service providers. One or more of these entities has propri-
etary technologies or interests that must be taken into
account and safeguarded. For example, handset manufac-
turers interface to the handset and vehicle manufacturers
interface to vehicle devices. Until there are compelling
applications that make use of proprietary vehicle systems
and technologies in place to protect proprietary rights,
telematics development will be inhibited. Furthermore,
vehicles themselves are complex systems where reliability is
critical for human safety. Any modifications to the tested and
deployed vehicle systems introduces new risk. On the other
hand, if proprietary systems can be rendered secure and
shared by the various entities, the issue of security is no
longer a draw-back and overall costs associated with vehicle
communications can be reduced. Additionally, a rich set of
applications can be developed once acceptable access to
proprietary systems in the vehicle are made available.
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It would be advantageous therefore to provide a frame-
work for protecting the proprietary systems and the interests
of multiple parties, including the end user, who are involved
with numerous and diverse vehicle communications. The
interests of the end user is can include in at least certain
applications protection of the user’s privacy. Privacy of the
end user might be safeguarded when utilizing resources in
the vehicle to conduct financial transactions. In addition to
appropriate security and/or privacy protection, it would also
be appropriate to establish relationships among the various
parties that provide incentive for providing open access to
resources associated with vehicles including acceptable
remuneration.

SUMMARY OF THE INVENTION

In accordance with the present invention, system and
method are provided for utilizing resources, including pro-
prietary resources in a vehicle. Such utilization requires
establishing relationships between and/or among entities
having interests, proprietary and otherwise, in resources that
are found in the vehicle or can be located in the vehicle.
Establishment of relationships includes defining compensa-
tion provisions between or among various entities, together
with approving resources to be used with proprietary and/or
non-proprietary resources found in the vehicle and ensuring
that only approved resources are used.

The proprietary resources can include one or more of the
following: vehicle buses, vehicle devices, interfaces, sub-
systems, storage memory in the vehicle, applications
executed in the vehicle, connectivity hardware/software and
communication devices. Digital buses in the vehicle might
include: MOST, IDB 1394, TTP, CAN, FlexRay, LIN, SAE
J1939, SAE J1708/1587, SAE J1850, ISO9141, as well as a
common bus to which numerous proprietary and non-pro-
prietary resources communicate. The common bus can be
based on one or more of the above-noted bus technologies.
The common bus could also be implemented using wireless
technologies. Proprietary subsystems and/or vehicle devices
might include various electronic control units (ECUs) a
navigational global positioning system (GPS), an inflator
subsystem or device, a personal digital assistant (PDA), a
laptop computer, a vehicle monitoring system (VMS) and an
accident and emergency notification alarm (AENA). Inter-
faces might include numerous and diverse application pro-
gramming interfaces (APIs). Communication subsystems
might include portable or cellular telephones and sub-
systems that communicate with wireless technology net-
works using licensed and unlicensed communication chan-
nels. Proprietary and/or non-proprietary applications might
include applications related to entertainment delivered to the
vehicle, data gathering from the vehicle, educational infor-
mation supplied to the vehicle, information sent to the
vehicle for use by one or more subsystems and/or vehicle
devices in the vehicle. Such applications can be in a variety
of fields or areas including related to security services,
multi-user services, vehicle-to-vehicle communication ser-
vices, geographical services, regulatory services, communi-
cation services and commerce services.

The entities with whom relationships can be built based
on mutually acceptable conditions include the vehicle mak-
ers as the primary entity and other entities including appli-
cation developers/providers, governmental entities, commu-
nication, financial, business and consumer service providers,
providers of products and proprietary subsystems and/or
device suppliers, as well as vehicle owners/users. The con-
ditions under which two or more of these entities are to
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cooperate can be based on one or more fixed payments, use
payments to be made by at least one entity to at least another
entity, geographic requirements, resource usage limitations,
and remedies for non-compliance. A key factor related to
establishing the necessary relationships includes certifying
resources for use with each other, while taking into account
the safety of those involved with such resources and the
security of the resources. At least some of the entities can be
members of a federation that is implemented by a federated
security architecture in which member entities accept secu-
rity requirements and protocols as part of interacting with
each other.

The resources of the system include one or more com-
munication subsystems that enable wireless communica-
tions relative to the vehicle. These communication sub-
systems might include cellular telephones together with their
associated interfaces, and other apparatuses for enabling
communications with one or more appropriate wireless
technologies, such as a wireless LAN (Local Area Network).
The system can also include a vehicle gateway that allows
access to information obtained from vehicle devices that are
connected to vehicle buses. In a preferred embodiment, the
vehicle gateway communicates with the common bus to
which a number of proprietary and/or non-proprietary
resources can also communicate.

The system also includes a security controller that is
connected to the common bus. The security controller can
act as a hub through which all information passes in con-
nection with achieving desired security, especially control-
ling usage of resources by more than one entity. The security
controller is involved with security authentication of entities
and/or resources, facilitates secure channel establishment
between or among entities and/or resources and provides bus
and bandwidth arbitration services. The security controller
essentially acts as a switch in the system and can act as a
proxy for other resources or services. All traffic between or
among entities and/or resources is routed by or initiation is
mediated by the security controller. After a secure session
has been established, the security controller need only be
involved as necessary to monitor traffic. Monitoring can
relate to verifying that the traffic conforms to the predeter-
mined profile, for example, of one or more particular appli-
cations. In one embodiment, the security controller is not
integrated into the common bus as a hub or switch, but
communicates with the common bus and monitors activities
related to security in order to effect its control in connection
with assuring that conditions associated with the established
relationships are met.

In a preferred embodiment, the system further includes a
number of interface modules for which the security control-
ler could provide authentication services. These can be
identified as a communication services module, a human/
machine interface services module and vehicle services
module. The communication services module protects and
arbitrates access to resources related to communication. The
human interface services module arbitrates access to
resources related to display and operator intervention or
involvement. The vehicle services module controls access to
vehicle gateway services including assistance related to
accessing information obtained from vehicle devices that are
connected to one or more vehicle buses. In one embodiment,
these interface modules may be incorporated in the security
controller.

With regard to steps, operations and/or procedures imple-
menting or involving the system, entities accept conditions
that establish their relationships. The conditions can be the
same for three or more entities or they can be different. For
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example, establishing relationships might involve a vehicle
maker and an application owner or another having a pro-
prietary interest in an application that is used or is executable
with a proprietary vehicle device. Another relationship
might be established between this same car maker and a
proprietary subsystems supplier, such as an after market
vehicle device or an add-on vehicle device. The conditions
accepted by the car maker and subsystem supplier may be
different from those that establish the relationship between
the car maker and the application developer or other appli-
cation providing entity. Relatedly, such an application entity
might establish a relationship with the subsystem supplier
that includes conditions that are the same or different from
those that establish the relationship between the car maker
and the subsystem supplier. These conditions can relate to
compensation and resource usage.

The establishment of relationships can also involve
empowering a certificate authority, who can issue assertions,
credentials or certificates that are to be used by the system.
The certificate authority is fundamentally responsible for
issuing certificates in a secure manner to approved resources
for use in the vehicle. Such resources may be proprietary or
non-proprietary. These resources can include applications
that utilize other resources. A certificate authority can be one
of the entities that is included in the group that establishes
relationships, such as a vehicle maker, or the certificate
authority could be an independent third party. There can be
more than one certificate authority and a certificate authority
could reside with the vehicle that issues credentials to
resources within the vehicular security domain. The security
controller itself could act as a certificate authority and issue
certificates to vehicle subsystems or other vehicle resources.
In addition to issuing certificates for approved applications
and/or subsystems, the certificate authority could also be
involved with certifying one or more entities themselves.

In one embodiment, the certification process has the
certificate authority being initialized with one or more
signature keys associated with supporting desired security.
The certificate authority could create a public key and a
private key pair. The public key is delivered to the security
controller and can be used to verify or authenticate one or
more certificate signatures that are submitted to it. The
certificate authority could also issue keys to an application
developer that allows one or more applications to make
certificate requests. For example, the certificate authority
could create at least a certificate request private key that it
sends to the application developer. The application devel-
oper uses that private key to generate an application certifi-
cate request that is sent to the certificate authority. The
certificate authority determines whether or not to grant the
certificate request. In connection with that determination,
certain procedures can be implemented. These procedures
can be implemented by the certificate authority or, alterna-
tively, another entity such as an application verification
authority. Such an authority can perform steps related to
auditing the application developer’s security practices and
testing the application in a number of system environments
for behavioral and safety considerations. When there is
approval, the certificate authority can issue the certificate.
The certificate can include certain properties and/or rights,
such as: a unique identifier for the certificate owner, a
priority level assigned to the application, duration of the
certificate, geographic or other location where the certificate
is deemed valid, the identification or description of other
resources and/or entities with which the application must
communicate to function properly, and APIs that the appli-
cation is allowed to use.






